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Privacy protection will remain a
very important subject of the
lobbying efforts by the marketing
industry in 2010. The media will con-
tinue to be extremely alert to sus-
pected violations of data protection
and it is a fact that even after enact-
ment of the Data Protection Law
reform in Germany on September 1,
2008, consumer data will still be
misused—contrary to what the gov-
ernment and the consumer protec-
tion agencies promised. This corrob-
orates our statement which we
have ever since repeated, like a
mantra: the so-called "privacy scan-
dals” are not a matter of loopholes
in the law but of poor enforcement
of the existing laws.

Since the new German govern-
ment is in place, employee privacy
and online privacy have become
important matters, also. In
November 2009, a draft for an
Employee Privacy Act was submit-
ted to the German Bundestag.

Moreover, a considerable level
of uncertainty remains that mar-
keters' use of personal data could
be placed on the agenda of lawmak-
ers again in 2010.

How will these developments
affect the core activities of our
members—the reputable business-
es with “address data”? The
German Federation of Direct
Marketing will continue campaigning
for a cautious and balanced
approach to further data protection
law reforms.

—Dieter Weng, President of the German
Federation of Direct Marketing (DDV e.V.)

Managing global data privacy

By Paul M. Schwartz

uccessive revolutions in informa-
tion technology raise new chal-
lenges, risks, and opportunities for
consumer privacy protection. Perhaps the
most basic question is how these new
technologies are changing the actual prac-
tices of companies in processing personal
information. After all, emerging technolo-
gies can make legal regulations obsolete
or out-of-date. The consequences can be
ineffective regulation and a waste of cor-
porate resources without meaningful pro-
tections for consumer privacy.

To understand the impact of new
technologies on company practices and
legal regulations, | researched how six
leading North American companies man-
age their global use of personal informa-
tion. This work was sponsored by the
Privacy Projects, a new nonprofit organi-
zation devoted to empirical research into
privacy issues.

My whitepaper, Managing Global
Data Privacy, looks at companies that aré
developing pharmaceuticals, providing
marketing, selling financial services, and
offering a range of Internet-based soft-
ware, technology, and online services.
These companies collect and process per-
sonal information about clinical health
research, customer services, consumer
surveys, mortgage renewals, e-mail
accounts, and global job applicants.

The resulting case studies identify
three dramatic changes from the world of
yesterday. The first change shown is that
the scale of global data flows in the pri-
vate sector has increased massively. In
the recent past, an international exchange
of personal information was a rare event
that the law tended to regulate on a case-
by-case basis. But personal information
now flows around the world 24/7 The vol-
ume is staggering—one company in the
study created more than five million data
points in 2008. This figure represents 72
new data points every minute.

Second, the nature of this constant
flow of global data is dynamic and occurs
across borders. In the past, companies

finalized international data transfers in
advance. Personal data were sent at a sin-
gle moment from one central location to
another. Today, companies draw on "the
cloud" to put computer resources and
services on the Internet. As a result, the
processing of personal data increasingly
takes place simultaneously throughout a
global network.

Third, the oversight of data flows at
these leading companies has been pro-
fessionalized with a significant investment
of business resources. This development
is highly promising. In the past, many cor-
porations avoided privacy and security
issues and devoted a low level of
resources 1o them. Companies now are
creating collaborative processes for priva-
cy and security, which involve chief secu-
rity officers, chief privacy officers, legal
counsel, and internal management
boards.

One regulatory lesson to be drawn
from these studies is to guestion the
value of the approach in certain European
countries that require registrations for any
data processing operation involving the
personal information of citizens. Even a
minor change in the location of a single
server, or an alteration of a single process
will require costly modifications to exist-
ing registrations in différent European
countries. Yet, in the age of dynamic and
massive data flows carriéd out on “the-
cloud,” such changes can frequently
occur. Moreover, it is far from clear that
the benefit for individual privacy if any, is
equal to the cost of making cémpanies
file detailed, national-specific reports on
each database that contains personal
information.
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